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The age of single-use disposable malware

SophoslLabs receives and processes 75% of the malicious files
400,000 previously unseen malware SophoslLabs detects are found
samples each day. only within a single

organization.
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Exponential growth in new malware

27% of all malware variants in history were created in the last 12 months
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Mobile Threats Are Real...

Android malware keeps growing Android ransomware
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Mobile Threats Are Real...

Android malware keeps growing Top ten Android malware 2016
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The Evolution of Endpoint Threats  2009-mooucrion or Porveack

From Malware to Exploits

“CRIMEWARE AS A SERVICE”

JSocket RATs

TRADITIONAL MALWARE ADVANCED THREATS
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From cottage industry for full industrialization

O Blackhole® STATISTICS THREADS SECURITY PREFERENCES Logout ~[j

Adv: Selling Iframe traffic in a huge amount JID#1: Bl@jabber.ru icq#1: = m JID#2: @ijabber.org icq#2: - u
Adv: .net - comfortable buying\selling iframe traffic with no limits. 256 countries. 24/7. Loads from 8%. Tell password "blackhole™ and get +5% to the l-st order.
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We insist on being vulnerable

“Patch Tuesday” = “Exploit Wednesday”

In the Real World

®* Slow to Patch

In the Perfect World

® Patch Fast, Patch Often
® Zero-Day Exploits Continue

® Defect-Free Software
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Threats evolve and security must adapt or die
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You’re only as secure as your users

IN THIS CORNER WE HAVE
FIREWALLS, ENCRYPTION,

C

ANTIVIRUS S0FTWARE ,€TC. |§

2 AND N THIS CORNER,
We WAVE DAVe//
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Sophos Intercept X

CryptoGuard

Simple and Comprehensive

Core Capabilities simpleand Comprehersi
° niversally prevents spontaneous
Signatureless detection , Shenyption of date

Notifies end user on rapid

encryption events
Rollback to pre-encrypted state

CryptoGuard — Detect and recover from ransomware
Comprehensive Exploit Prevention
Malicious Traffic Detection
Synchronized Security
Incident Response Report
Automatic Identification of root cause SoPHOS
|0C artifact list
Visualization of the attack events e
Forensic Malware Removal
Sophos Clean a 2" opinion scanner

Packaging

Intercept Runs alongside competitive AV
Ultimate is the most complete Sophos EP

SOPHOS

CRYPTOGUARD

Exploit Protection

0y

! ; Attack Intercepted

e Sg&hos Clean
Malicous software was det . Close all appications and dlick Next to remove the malicio
certain programs may terminate unexpectedly.

Explorer.EXE [ B35 25 ® Trojan

[B]win32.L0ader.0 % Trofan.Win32.Patched.d
cekcjpgehmohobmdikfnoplbipmgnml\

browser.startup.homepage

Launch Internet Explorer Browser.Ink

# IPumper
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Data Breaches - The root of the problem

Traditional Anti-Virus

File Analytics
Heuristics
URL Blocking

>70% of More
companies guestions
breached? than answers

SIEM, EDR, UEBA

Anomaly Detection
Security Operations Center
Forensic breach assessment teams

Nearly 200 days
from vulnerability
to patch?

>30% increase from
20153

Patch Management

Vulnerability Scanning
Device Management
Patch testing and deployment

Very few new
exploit methods
per year

Available Exploit Methods

Sophos - Intercept

Exploit and Ransomware prevention
Incident Response Report
Automatic Root Cause Attribution

1-Virus Total 2 —NSS Labs
3 — Gartner 4 — White Hat Security

SOPHOS

Anti-Exploit — Targets the root of the problem



Exploit Mitigation Techniques by Vendor

Comprehensive

Exploit Mitigation Exploit Mitigation
Tecniques

Protection
Cylance PROTECT

Microsoft EMET
Crowdstrike Falcon

Symantec Endpoint
Trend Cffice Scan
Webroot

20+ mitigation
techniques

ESET Smart Security
Kaspersky Endpeoint Security
McAfee Endpoint Security
Malwarebytes Anti-Exploit
Palo Altc Networks Traps

Enfﬂrce Data Executmn Frwenton (DEP)

Su CCESSfu I atta Cks Mandatﬂ-r_v,r ﬁdd ress 5pace La]rﬂ-ut Randomiztion (ASLR)
often leverage 2-4 oo AR
techniques in series Dz

Stops exploits that jurmp via page 0

H E-ap Sp m]r Allocation

Only 1-2 major new
techniques are
developed per year

D}'namlc Heap Spray

Stadc let

Stad{ E!{EC [Meumt}

100% Signatu releSS Stadc-hased ROP Mltlgatmns (Caller

ard Return-Oriented Programming attacks

Branch hased ROP M ltlgaimns [H ardware Augmented}

vanced Return-Criented Programming attac

Structu red Exceptlc-n Handler Dverwnte Protection

[1] Based on ASLR functionality offered by Window s, mwailable only in Windows Visto and newer versions of Windows
SOP H OS 2] NOF sled and Polymorphic NOF sied only; no Flash Vector hegp spray detection




Exploit Mitigation Techniques by Vendor (cont.)

Comprehensive

Exploit Mitigation Exploit Mitigation
Tecniques

Protection
Cylance PROTECT

Symantec Endpoint
Trend Office Scan
Webroot
Microsoft EMET
Crowdstrike Falcon

Detection of exploit
techniques requires

Sophos Intercept X
ESET Smart Security
Kaspersky Endpoint Security
McAfee Endpoint Security
Malwarebytes Anti-Exploit
Palo Alto Networks Traps

Import Address Table Access Filtering (IAF)

n O p rl O r kn OWI edge Stops attackers that lookup APl addresses in the IAT
Load Library

Of t h e Vu I n e ra bi I ity Prevents loading of libraries from UNC paths

Reflective DLL Injection

bei ng eXp I O ited Prevents loading of a library from memory into a host process

Shellcode

Stops code execution in the presence of exploit shellcode

EXpIOit behaVior iS VBScript God Mode

Prevents abuse of VBScript in IE to execute malicious code

1 H WoWwe64
a Clea r I nd Icator Of Stops attacks that address 64-bit function from WoW64 process
Syscall

L] L] L]
m a I I C I O u S I nte nt Stops attackers that attempt to bypass security hooks

Hollow Process
Stops attacks that use legitimate processes to hide hostile code
DLL Hijacking

Gives priority to system libraries for downloaded applications

Application Lockdown
Stops logic-flaw attacks that bypass mitigations

Java Lockdown
Prevents attacks that abuse Java to launch Windows executables

Squiblydoo AppLocker Bypass

Prevents regsvr32 from running remote scripts and code

SOPHOS [3] EAF - Export Address Filtering




Anatomy of a Ransomware Attack

CryptoGuard — Behavior Monitor

Simple and Comprehensive

Universally Prevents Spontaneous

Encryption of Data

Restores Files to Known State

Simple Activation in Sophos Central CRYPTOGUARD
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Root Cause Analysis
Understanding the Who, What, When, Where, Why and How

Root Cause Analysis Details

Dashboard
A Aens
Summary
B Logs & Reports
What: a
45 Root Cause Analysis e
SOPHOS

Where: -
Admin

24 People When:

Computers Haw:

= .
Dashbosrd

I Mobile Devices

B Servers

e Next Steps

= Firewalls

all  Wireless

B Mailboxes
Computers
9 Policies ] Mobile Devices
¥ System Settings Servers
L Protect Devices 2 Firewals
Wireless
@ Explore Products Maitboxes

Polickes
System Settings

Protect Devices

b Explore Products
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SOPHOS

Security made simple.



