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How my lab is set up
ASA security features similar to routers
ASA security features beyond those of routers

VPNs, including public/private keys
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Test 640-816 Switching and Routing
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Cisco CCNA Security, Official Cert Guide, O. Santos, J Stuppi
Test 210-260

Cisco ASA Configuration, R. Deal, Network Professional Library
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Cisco ASA Configuration for Accidental Administrators, D.

Crawley
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ASA as Remote Access Device

Supply Partner
Requires Access
Branch Office to Ordering
Requires Site-to-Site
- Access Scenarios
el b o - Company-managed desktop
5 RAR WD =
Kiosk access
- Site-to-site connectivity
Full or limited network access
Partner access

Scalability and Resiliency
- Cost-effective scaling
Integrated load balancing
Stateful failover
QoS, VLANSs, routing

|
|
1

Hourly Employee Ig?ebr'ri\(;t
Requires access to
Online Schedule
and Timesheets
(Specific APPs)

Cisco
ASA 5500

COnverged VPN, Firewall, and Threat Mitigation
Inspection and control of VPN sessions

+ Integrated malware mitigation
Em___, . - Single RA VPN device infrastructure
Employee at Home + Unified user management
Requires Consistent

Provides fully secured, highly customizable access for any user from any location

on a single device and management infrastructure
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Like FIOS or cable
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ISP’s connect over Internet via ‘Public Addresses’

« This is the addressingin my lab

e Internet

Switch

Layer3

200.150.1.1 ISP A

ISPB 200.150.2.1 | Faon

Fa0/2
2811 i
Router
P Fa0/0
Fa0/1 200.150.2.2 200.150.1.2 i:gg/o
Fa0/2/0

Public addresses, so-called ‘outside network’
Private addresses: used for ‘inside networks’

* = Wildcards for possible network addresses

0 = Minimum of last two bits left for host addresses

172‘16.**************00 e 172-31_********‘******00
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Cisco Adaptive Security Appliance (ASA) Comparison

Mbps/Gbps - max throughput
cps - connections per second

throughput - actual bandwidth that is available to a network, as opposed to ASA 5505 93P
theoretical bandwidth (20 Gbps, 246
bandwidth - how much information a network can move at a period of time

| ASA5510and up
I Routersw/ additional ange

ASA5505 ' Secu rity features

Switch w/ VLAN’s : sl

and staticroutes |

I Asass10
ASA 5505 (30p Mops, SK.cge)
(150 Mbps, 4000 cps)

ASA 5620
(450 Mbps, 12K cps) |

¢
ASA SM

ASA 5550
= (16 Gbps, 300K cps)

(1.2 Gbps, 36K cps)

Branch Office Internet Edge Campus Data Center
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Security Features Common to Routers

ASA 5505 is mainly a switch

» Needs to be connected to a router which defines the subnets
» Ports can be VLANSs

ASA 5510 is a router
7> Inside / Outside network interface
» Routing protocols include RIP, OSPF, EIGRP

Router security features

» Network address translation (NAT) between inside network
and outside network

» Access Control Lists to filter packets at various interfaces.
Packets that do not match an ACL will be dropped

Jerry Joyce - BNUG - March 7, 2017



ISP’s connect over Internet via ‘Public Addresses’

Public addresses, so-called ‘outside network’
Private addresses: used for ‘inside networks’

Class A and B networks generally used with subnetting

* = Wildcards for possible network addresses
0 = Minimum of last two bits left for host addresses

10.0.0.0 is the usual definition of private class A network
10-********.********.******OO W|th SUbnetting

172.16.0.0—172.31.0.0 is usual definition off private class B network
172.16-********'******00 2 17231**************OOWIthsubnettlng

192.168.0.0is usual definition of private class C network
192,168, ** s dxxx%x*00 with subnetting
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ASA5510 as Inside / Outside Network Boundary

ISP A

Outside Network ., Inside Network

2811
Router

I
I
I
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What is Network Address Translation?

Applies to packets passing between the outside interface(s) on the
‘outside network’ and interfaces on the ‘inside network’ such as DMZ
Interface and Inside interface

» The inside network hosts are referred to in the IP header with
‘private addresses’ while the packet is in the ‘inside network’

» The same inside network hosts are referred to in the IP header with
‘global’ (meaning public or routable) addresses while the same
packet is on the outside network

» The relevant source or destination IP addresses (that reference the

iInside network hosts ) have to be changed when the packet passes
between outside and inside networks.
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Syntax for NAT Configuration

interface Ethernet0/0
ip address 10.1.1.3 255.255.255.0

| ip nat inside Define NAT for iterface Ethernet0/0

interface Ethernet 0/1
ip address 200.1.1.251 255.255.255.0
ip nat outside
!
ip nat' pool xyxyxy 200.1.1.1 200.1.1.2/netmask 255.255.255.252
ip natiinsideisource list 1'pool xyxyxy

Define pool of public addresses

1

' Define list of allowed private addresses

accesstlist 1 permit10.1.1.1

access-list 1, permit10.1.1.2
|
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Example of Network Address Translation

Figure 15-1 NAT Example

Web Server
wWww. example com

NN
.... ~ — —

¢ Outside )

2090.165.201.2
Originating / p \Responding
Packet | l | Packet
Source Addr Translation T Dest Addr Translation

10.1 2.27 > 209.165.201.10 | 209.165.201.10 >»10.12.27

liosa:
\\ IﬁSIde /
W

10.1.2.27

405

» Typical NAT scenario, with a private network on the inside.

» When the inside user sends a packet to a web server on the Internet, the
local source address of the packet is changed to a routable global address.

» When the web server responds, it sends the response to the global address,
and the security appliance receives the packet. The security appliance then

translates the global address to the local address before sending it on to the

user.
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Security and other Benefits of NAT

Use private addresses on inside networks. Private
addresses are not routable on the Internet.

NAT hides the local addresses from other networks, so
attackers cannot learn the real address of a host.

NAT can resolve IP routing problems by supporting
overlapping IP addresses.

Network scaling: Similar internal addressing designs can
be used across multiple locations. Than NAT definitions
can translate to non-overlapping public addresses.

Easier to switch ISP’s (i.e., public addressing)while

keeping inside addressing (local network design) the
same
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Access Control Lists (ACL’s), powerful packet filtering at interfaces

Figure 8-5 Extended ACL Syntax with Port Numbers Enabled Using Protocol TCP or UDP

l Only These l Optional

access-list 101 permit protocol source_IP  source_port dest_IP dest_port
tcp eq__ eq___
udp ne __ ne__
| . it__
gt _ o | O
range __ range __
Legend: Matching
eq = It <
ne: £ gt:>
range: xtoy

Figure 8-6 Filtering Puckets Based on Destination Port

afource 172.16.1.1 Destination 172.16.3.1 ] Source Port > 1023 Destination PortFI———»
172.16.1.0/24

172.16.3.0/24 172.16.3.1

L—) _
W —_ IN 070 ouT
2 ./_“«‘_ ./:’\
Fa0/0 & Ry soio . m— ,
; S0/ ™ Fa0/0 2
Port 21

access-list 101 permit tep 172,16.1.0 0.0.0.255 172.16.3.0 0.0.0.255 eq 21
) t

Source IP Desination IP Destination Port
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Access Control Lists (ACL's), powerful packet filtering at interfaces

Table 8-3 Popular Applications and Their Well-Known Port Numbers

Port Number(s) Protocol Application (a;(:::;sa-rlri:tKeyword
20 TCP FTPdata ftp-data
21 TCcp FTP control ftp
22 TCP SSH o
_23 TCP Tc]n;*t telnet
25 TCP SMTP —_— ’
= -
A ;ccess-list ‘
Port Number(s) Protocol Application Command Keyword
33 UDP, TCP i DNS domain B
67. 68 UDP DHCP nameserver
69f UDP TETP titp
80 TCP HTTP (WW \—\}) WWW )
110 TCE POP3 pop-SF—
161 " UDP | SNMP snmp
443 TCP SSL —
16,384 — 32,767 UDP RTP-based voice (VoIP) —
1 B and video ;

Wendell Odem, Cisco Official Cert Guide, 640-822° jerry Joyce - BNUG - March 7, 2017



Security Features of ASA’s that go beyond Standard Routers

Security Levels of Interfaces

» Each interface is defined with a security level between 0 and 100

» By default packets are not allowed to pass from lower to higher
security levels, or even between equal security levels

» Explicit permission by ACL, or VPN requiredto pass packet

» Cut-through packet forwarding
Filtering services
Security Service Modules

Virtual Private Networks

» Network to Network

» Network to remote device or user
» Multiple methods to configure

» Includes pubic key infrastructure
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ASA5510 Running-configuration

asaSo10#
asaool10#
asabo10# show running-config
: Saved

- Serial Number: JMR1506L07T
: Hardware: ASASS10, 1024 MB RAM, CPU Pentium & Celeron 1600 MHz

@sn Version 9.1(7)11

Hostnane asads10

enable password 8Ry2YjIyt7RRXU24 encrypted
?ames

interface Ethernet/0 B 3

nameif outside  _ _ _ _ = = _———— By default, packets will only pass from
security-level 0 <~ 5 5 5

ip address 200.150.3.2 255.255.255.0 Higher security-level interface to

interface Ethernet0/1 _ _ — - Lower security-level interface
nameif dwz = = L _ _ o - - - -

o Aies 192 ?28<2 1 255.255.255.0

g0 ACEress THE.TBE. 0.0 499,699,499 Access-control-list (ACL) or VPN
interface Ethernet/2

nameif inside o o= = === 777 ~ 7 required for anything else

security-level 100
'ip address 192.168.3.1 255.255.255.0

Jerry Joyce - BNUG - March 7, 2017



Cut-through-proxy (CTP) performance improvement
over traditional proxy-server

A proxy server is a serverthat acts as an intermediary for requests
from clients seeking resources from other servers.

» A traditional proxy server suffers because it analyzes every packet

The security appliance cut-through proxy challenges a user initially at the application

layer and authenticates against standard AAA servers or the local database.

» Afterthe security appliance authenticates the user, it shifts the session flow, and all
traffic flows directly and quickly between the source and destination while

Jerry Joyce - BNUG - March 7, 2017



Authentication, Authorization, Accounting

As the first process, authentication provides a way of identifying a user

» Typically by via user name and password.

» The AAA server compares a user's authentication credentials with other user
credentials stored in a database.

Next a user must gain authorization for doing certain tasks.

» The process of enforcing policies: determining what types or qualities of activities,
resources, or services a user is permitted.

» Usually, authorization occurs within the context of authentication. Once you have
authenticated a user, they may be authorized for various types of access or
activity.

Last is accounting, which measures the resources a user consumes during access.

» The amount of system time or the amount of data a user has sent and/or received
during a session.

» Logging of session statistics and usage

» Used for authorization control, billing, trend analysis, resource utilization, and
capacity planning activities.

Jerry Joyce - BNUG - March 7, 2017 .



AAA Process in ASA

|

- |
=
Internet Users 3 A/ —
- AAA Server
Eli A__l-] @ APpl%ncc Router
Y =i = AT =V
| - L\_[r_ L\“. B
E‘. = z\'j < = f——
H E »:‘ & - |
e @ > E_———-T
e —
Restricted
Accounting Server
Username: bugs@bunny
Password: daffy@duck g—
-
|
=
-1
General
Accounting Server

Figure 8-1. CTP with an AAA server
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RADIUS (DIAMETER) and TACACS+

Secure transport needed between the ASA security appliance and the AAA
server.

RADIUS

» Owned by Lucent but essentially open now

» Uses UDP transport

» Only encrypts the user password, everything else is clear
» Developed for ISPs so robust accounting system

TACACS+

» Originally developed by Defense Dept but now proprietary to Cisco
» Uses TCP transport, single connection for entire transaction
» Encryptsthe entire payloadin security packets, more secure

Jerry Joyce - BNUG - March 7, 2017



ASA Filtering Services

Filter ActiveX objects orJava applets, that may pose a security threat

ActiveX Objects Filtering

» Security risks because they can contain code intended to attack hosts and servers
on a protected network.

» ActiveX objects can be inserted in a web page or other application. They include
custom forms, calendars, or any of the extensive third-party forms for gathering
or displaying information.

» ActiveX creates many potential problems for network clients including causing
workstations to fail, introducing network security problems, or being used to
attack servers.

Filtering Java Applets

» PreventJava applets from HTTP traffic passing through the firewall.

» These are security risks because they can contain code intended to attack hosts
and serverson a protected network.

» FiltersoutJava applets that return to the security appliance from an outbound
connection.

» The user still receives the HTML page, but the web page source for the appletis
commented out so that the applet cannot execute.

Jerry Joyce - BNUG - March 7, 2017
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Filtering URLs and FTP Requests with an External Server

When filtering is enabled and a request for contentis directed through the security

appliance, the requestis sent to the content server and to the filtering server at the same

time.

» If the filtering server allows the connection, the security appliance forwards the
response from the content server to the originating client.

» If thefiltering server denies the connection, the security appliance drops the response
and sends a message or return code indicating that the connection was not
successful.

The server runs one of the following Internet filtering products:
» Websense Enterprise for filtering HTTP, HTTPS, and FTP.

URL filtering.

Jerry Joyce - BNUG - March 7, 2017



Security Services Module (SSM) Blade for ASA5500 series
(Source: Cisco marketing material)

26
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Security Services Module Features

Advanced Inspection and Prevention

» Part of intrusion prevention system (IPS)

» The adaptive security appliance diverts packets to the AIP SSM just before
the packet exits the egress interface or before VPN encryption

» Detailed inspection of traffic in Layers 2 through 7.

» Comprehensive protection of network by collaborating with other network
security resources

Content Security and Control

» Antivirus, anti-spyware, file blocking, anti-spam, anti-phishing, URL blocking
and filtering, and content filtering

» Prevents malicious code from entering and propagating across the network

» Anti-spam technology that removes the vast majority of unsolicited e-mail
before it gets to the mail server

Jerry Joyce - BNUG - March 7, 2017



A VPN is a secure connection across a network (such as
the Internet) that appears as a private connection.

Internet VPN
Regional @ Internet
Office
Head-office
Regional
Office

Effectively like direct Ethernetcables
* Confidentiality

* Authentication

* Integrity

Remote / roaming users

https://en.wikipedia.org/wiki/Virtual privateynetwork 28
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A VPN is a secure connection across a network (such as
the Internet) that appears as a private connection.

Privacy = encryption
« Private / Public Keys.....asymmetric
Private key encrypt and public key decrypt
Strongest but most computationally intensive to use
» Shared Secret ...... symmetric
Shared secret used for both encrypt and decrypt
Strong but computationally more practical

Authentication = digital signature
» Proves the message came from person you think sent it
» Uses private / public keys

Integrity = Message is unchanged
« Based on hash algorithm
» One bit change to message will change hash
» Computationally efficient
* The hash is short...this is NOT encryption...one way only

Jerry Joyce - BNUG - March 7, 2017



Internet Security Association Key Management Protocol
(ISAKMP) RFC 2408

Authentication

* Animportantstep in establishing secure network communications is
authentication of the entity at the other end of the communication.

» Digital signatures are public key based strong authentication mechanisms.

* Eachentity requiresa public key and a private key.

» Certificates are an essential part of a digital signature authentication

Certificate authority (CA)
« Each communicating entity generates public / private key pair
» Requests digital certificate from CA
« CAissues the digital certificate
» Certifies the owner of a public key.
« CA s trusted by both the key owner and the party receiving message.
» Public-key (PKIl) schemes used for VPN'’s and https

https://tools.ietf.org/html/rfc2408
https://en.wikipedia.org/wiki/Certificate_authority Jerry Joyce - BNUG - March 7, 2017
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Internet Security Association Key Management Protocol
(ISAKMP) RFC 2408

Phase 1,
» Phase 1 supports high security asymmetric encryption to peer
« Public/ private keys usually
» Also pre-shared key (manually configured)
» This encryption is then used to protect future negotiations
Phase 2
« Additional SA's are set up between peers
» These SA’s can use other security protocols to set up more efficient
encryption/decryption keys
« Difffie-Hellman key exchange

» Pre-shared keys (manually configured)
« These SA's can be used for many message / data exchanges.

Jerry Joyce - BNUG - March 7, 2017



Public & Private Keys =2 Asymmetric Encryption

Bob
Hello |
Alice!
* Alice's
public key
6EB6957
BT 08EO03CE
Generation
Program Alice :
Hello /h
Y <¢— Decrypt
@ A Private Alice! = Alice's

private key

In an asymmetric key encryption scheme, anyone can &
encrypt messages using the public key, but only the holder
of the paired private key can decrypt. Security depends on
the secrecy of the private key.

An unpredictable (typically large and random) number &
is used to begin generation of an acceptable pair of keys
suitable for use by an asymmetric key algorithm.

» Alice creates her private and public keys. No one else knows the Alice’s private key.
* Anyone (e.g.,Bob) can know Alice’s public key (e.g., via a Certificate Authority)

* Asymetricencryptionis highly secure but computationally expensive

* Recall: Phase 1 negotiations between peers and digital signatures

* https://en.wikipedia.org/wiki/Public-key. cryptography

(08}
N



..................................

Alice

: Combin 751A696C
public key keys 24D97009
H( Alice and Bob's

shared secret
Alice's
private key
Bob

Alice's

Bob's
private key

: Combine _ | 751A696C
public key o« keys 24D97009

Alice and Bob's
shared secret

Each peer has their own private key and
the authenticated public key of the
other party

Each combines the pair of keys with the
Diffie-Hellman algorithm

Each generates the same shared secret
that can be used for encrypting and
decrypting

Symmetric encryptionis less

computationally expensive than

asymmetric encryption
Useful for entire duration of data

exchange over secure channel

Called Phase-2

https://en.wikipedia.org/wiki/Public-

key cryptography
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Alive encrypts and signs Message to Bob

Using Asymmetric encryption on the entire
message would be too computationally
expensive. Instead, use symmetric encryption.

/ N\
et ! — | Alice to Bob Alice to Bob
Message * Encryption # Symmetrically — Symmetrically
To Bob | | (strong) : Encrypted Encrypted
| ! . ' ........................ Digital
I f ! “ | Signature
' [7510606¢ ! Hash ’
I 124p97009 ! Algorithm i | Asymmetric :
I I : | Encryption :
Alice’s & Bob’s :
| Shared Secret ,' ‘ : | (strong-EST)
\ H
______ - Message Digest ’ ' :
(Short Hash) o_-.
Alice’s Private:
. Key ,
https://len.wikipedia.org/wiki/Public- Using Asymmetric
key cryptography encryption on the short

message digest is OK
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Bob decrypts Message from Alice

> e B e A e L e s e e U e e e N e s -~
/ \
Using Asymmetric i ’
decrspticym onthe : ' ;:I];:g(g)gg - :
: Id I * Symmetric Alice’s f
entire message wou . Alice’s & Bob’s Decryption # Message I
be too computationally Shared Secret (strong) To Bob I
expensive ; I
i Alice to Bob i
| Symmetrically i
/

\ Encrypted
MW e e e s

Alice to Bob o )
Symstically * Alice to Bob Hash » Message Digest
Encrypted : Symmetrically » Algorithm (Short Hash)

Encrypted

If the message is really from
Alice and unchanged then
these hashes will match

Digital

Signature * Digital

Signature

Asymmetric :
i Message Digest
Decryption »
(strongest) (Short Hash)

Using Asymmetric : I
decryption on the short Alice’s Public
digital signature is OK % Key

‘e .
N NN NN NN NN NN NN NI NN E NN NN SN NN NN NN NN NN NN NS NN NN NN N NN EE NN EENEEENEEENEEENEEEEEEEmEmEmant

Did this message really come from Alice?
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ASA’s in a VPN must Create and Manage Tunnels

Tunneling uses a public TCP/IP network to create secure connections
« ASAto ASA  network to network

* Hostto ASA  remote access

» Each secure connection is called a tunnel.

The ASA becomes a bidirectionaltunnel endpoint.

» Receive plain packets from the private network & encapsulate them.

« Send packets to the other end of the tunnel where they are un-encapsulated and
sent to their final destination.

» Also receive encapsulated packets from the public network, un-encapsulate them

» and send them to their final destination on the private network.

ASA'’s have to build and manage tunnels between the endpoints (i.e. peers)
» Negotiate tunnel parameters

+ Establish tunnels

« Authenticate users

» Manage security keys

« Encrypt and decrypt data

» Manage data transfer across the tunnel

» Manage data transfer inbound and outbound as a tunnel endpoint or router



Method 1: IP Security (lpsec)

|IPsec for LAN-to-LAN VPN connections

« Option of IPsec for client-to-LAN VPN connections.

» In IPsec terminology, a peer is a remote-access client or another secure
gateway.

» Peers create security associations (SAs)

IPsec LAN-to-LAN connections, the security appliance can function as initiator or
responder

IPsec client-to-LAN connections, the security appliance functions only as responder.
Initiators propose SAs; responders accept, reject, or make counter-proposals

IPsec relies on ISAKMP to build an IPsec security association
» Phase 1 creates the first tunnel, which protects later ISAKMP negotiation
messages.
« Uses asymmetric public/private key encryption which is computationally
expensive
» Phase 2 creates the tunnel that protects data.
» More efficient encryption such as preshared keys or Diffie-Hellman

« Authentication: Hash algorithmy digital signatures



IPsec VPN using ASA Command Line

Create an ISAKMP policy, which includes the following:
» Complicated commands

An authentication method, to ensure the identity of the peers.
« Challenge / response
» Digital certificate
* Pre-shared keys

An encryption method, to protect the data and ensure privacy.
« 3DES
« Advanced Encryption Standard

A Hashed Message Authentication Codes (HMAC) for identity of the sender,
and to ensure that the message has not been modified in transit.

A Diffie-Hellman group to determine the strength of the encryption-key-
determination algorithm.
» The security appliance uses this algorithm to derive the encryption and hash

keys

Jerry Joyce - BNUG - March 7, 2017



IPsec VPN using ASA Command Line

192.168.0.12

Remote outside int
Asa-1 Asa-2

192.168.101.1 192.168.0.11 192.168.102.1
Local Inside int Local Outside int Remote Inside int

N & o s

enable ISAKMP on the outside interface of ASA-1

ciscoasal(config) # access-list_1 cryptomap permitip 192.168.101.0 0.0.0.255

192.168.102.00.0.0.255
An ACL for traffic from ASA-1linside ip subnetto ASA-2inside ip subnet

ciscoasal(config) # tunnel-group 192.168.0.12 type ipsec-I12|



IPsec VPN using ASA Command Line

192.168.0.12
Remote outside int
Asa-1 Asa-2
192.168.101.1 192.168.0.11 192.168.102.1
Local Inside int Local Outside int Remote Inside int
Configure Phase 1

8. ciscoasal(config) # cryptoisakmp policy 10 authentication pre-share

------------------------------------------------------------

.............................................................

............................................................
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IPsec VPN using ASA Command Line

192.168.0.12
Remote outside int
Asa-1 Asa-2
192.168.101.1 192.168.0.11 192.168.102.1
Local Inside int Local Outside int Remote Inside int
Configure Phase 2

12,

13.

14.
15.
16.
17.
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Method 2. SSL VPN ..... Between main site ASA (as server)
and remote client (browser)

VPN clientwithout excessive configuration
+ Uses the Secure Sockets Layer (SSL) that is already present on the
remote computer (browser) and ASA

» |f user satisfies the login authentication and authorization
» ASA downloads the SVC to the remote computer.
« the SVC installs and configures itself

Jerry Joyce - BNUG - March 7, 2017



